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INTRODUCTION

The rise and popularization of electronic communication have

much more than stimulate a revolution concerning most of us have

to do with our own professional and certainly personal life, however

along  with  thatinside  the  legislative  climate  and  particularly

regarding cyber law. Expeditious intake of electronic data unlocked

the opportunities to cyber-crimes so that placed mammoth stress on

electronic  evidences.  Contemporary  world  is  watching  the  swift

increase of significance and inclination upon electronic evidence, in

any  legal  system.  Social  media  posts,  video,  tik  tok,  instant

messaging, emails, online classes, etc. are only a few examples to

understand the sprouting of cyber-crimes and difficulty in obtaining

the electronic evidence towards conviction. 

Keeping  up  the  trustworthiness  of  electronic  evidence  all

through the cycle of investigation, examination and trial  presents

various issues from the treatment of customary physical or narrative

proof.  Some  normal  issues  are  significantly  exacerbated  by  the

intricacy of computer networks. Nonetheless this huge assortment

of resources of electronic evidence ought to have admission to the

legal processes by way of many of the legally administered method

of evidence. Keeping the integrity of electronic evidence, during the

process of investigation and trial, lays out different issues from the
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managing of conventional physical or documentary evidence. Some

usual issues are greatly intensified by the intricacy of networked

computers.  This  article  will  attempt  to  analyze  obstacles  in

application of the provisions of electronic evidence.

We are living in the digital world. The reliance on the digital

device  and  digitalization  is  part  of  the  modern  day  life  and  it

generates electronic evidence.  It  is  useful  to resolve the disputes

which may be of the civil or criminal nature. There are so many

investigation  be  dependent  on  the  electronic  evidence.  It  is

challenge  to  collect  the  electronic  evidence  and  it  is  more

challenging to place it for the admissibility during the court trial.

The validity and reliability of  electronic evidence are challenged

before the Hon'ble  court  during the trial.  The prosecution has to

prove the authenticity of the electronic evidence and its source. It is

possible  that  technical  issues  will  be  raise  regarding  the

admissibility of electronic evidence and the whole trial proceeding

may  be  wreck.  In  the  recent  time  the  Apex  Court  of  India  had

pronounced judgments on the admissibility of electronic evidence.

Hon'ble  Apex  Court  of  India  has  not  opined  with  consistency

regarding  the  admissibility  and  authenticity  of  the  electronic

evidence. Hon'ble Apex Court had endeavored to give justice on the

different occasion by giving their judicial opinion on the basis of the

legal scheme of electronic evidence. It is necessary to study to legal

position and judicial perception on the admissibility and reliability
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of  electronic  evidence  in  India.  The  admissibility  of  electronic

evidence is vital issue and it cannot be put as the hanging flower pot

in the balcony of the justice. Domain and Page Authority is a search

engine ranking score out of 100 that predicts how well a website

will rank on search engine. (Chudasma, Bhatt, & Trivedi, 2019)
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PROVISIONS OF VARIOUS LAWS ON ELECTRONIC

EVIDENCE

Section  2(t)  of  the  IT  Act  defines  the  term  ‗electronic

record‘ as ―data, record or data generated, image or sound stored,

received or sent in an electronic form or micro film or computer

generated micro fiche;‖

Section 6 of the IT Act provides that electronic records and

electronic  signatures  can be used in  Government  and its  agency.

Hence they are admissible in a court of law. So, whenever a dispute

regarding  online  contracts  or  e-crimes  is  to  be  adjudicated  by  a

court,  production  of  admissible  evidence  becomes  necessary  to

decide the merits of the case.

Section 3 of Indian Evidence Act,1872 defines the evidence

as, “Evidence means and includes-

1. all statements which the Court permits or requires to be made

before  it  by  witnesses,  in  relation  to  matters  of  fact  under

inquiry;

2. all documents  including electronic records   produced for the

inspection of the Court;

Such documents are called documentary evidence.”

Similarly, Section 3 of the Indian Evidence Act 1872 defines “the

document as, Document means any matter expressed or described
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upon any substance by means of letters,  figures or marks,  or by

more than one of those means, intended to be used, or which may

be used, for the purpose of recording that matter.”

What is electronic record that is defined under Section 2(t) of

Information Technology Act 2000, as “electronic record means data,

record or data generated, image or sound stored, recieved or sent in

an  electronic  form  or  microfilm  or  computer  generated  micro

fiche;”

Section 3 of the Indian Evidence Act was amended and “the

phrase, all documents produced for the inspection of the Court was

substituted by All documents including electronic records produced

for  the  inspection  of  the  Court”.  “Regarding  the  documentary

evidence,  in  Section 59,  for  the  words  Content  of  documents  or

Electronic Records have been substituted and Sections 65A & 65B

were  inserted  to  incorporate  the  admissibility  of  electronic

evidence.”

―22A.  When oral admission as to contents of electronic

records  are  relevant.  --  Oral  admissions  as  to  the  contents  of

electronic records are not relevant,  unless the genuineness of the

electronic record produced is in question.‖

Section 59 of the Evidence Act speaks about proof of facts by oral 
evidence.

Section 59 reads thus:
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―59. Proof of facts by oral evidence.-- All facts, except the

contents of documents or electronic records, may be proved by oral

evidence.‖

Section  45A of  the  Evidence Act  is  with  regard  to  the  opinion  
of  the

Examiner of Electronic Evidence and it states thus:

―45A.  Opinion  of  Examiner  of  Electronic  Evidence.--

When in a  proceeding,  the court  has to form an opinion on any

matter  relating  to  any  information  transmitted  or  stored  in  any

computer  resource  or  any  other  electronic  or  digital  form,  the

opinion  of  the  Examiner  of  Electronic  Evidence  referred  to  in

section 79A of the Information Technology Act, 2000 (21 of 2000),

is a relevant fact.

Explanation.--  For  the  purposes  of  this  section,  an  Examiner  of

Electronic Evidence shall be an expert.‖

Section 67A of the Evidence Act deals with proof as to digital 
signature.

Section 67A reads thus:

“67-A. Proof as to digital signature. --- Except in the case of

a  secure  electronic  signature,  if  the  digital  signature  of  any

subscriber is alleged to have been affixed to an electronic record the

fact  that  such  digital  signature  is  the  digital  signature  of  the

subscriber must be proved.‖
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It  is  necessary  to  prove  it  in  the  manner  of  proof  of  electronic

record. As such, Section 65B will be applicable.

Section  73A of  the  Evidence  Act  deals  with  the  Proof  as  to

verification of digital signature. It reads thus:

―73A. Proof as to verification of digital  signature.  – In

order to ascertain whether a digital signature is that of the person by

whom it purports to have been affixed, the Court may direct --

(a) that person or the Controller or the Certifying Authority to 

produce the Digital Signature Certificate;

(b) any other person to apply the public key listed in the 

Digital Signature Certificate and verify the digital signature 

purported to have been affixed by that person.

For  this  purpose,  the  ―controller‖  means  the  controller

appointed under S.17(1) of the IT Act.

Section 4 of the IT Act speaks about the legal recognition of the

electronic records. It reads thus:

―4. Legal recognition of electronic records.-- Where any

law provides that information or any other matter shall be in writing

or in the typewritten or printed form, then notwithstanding anything

contained in such law, such requirement shall be deemed to have

been satisfied if such information or matter is-
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rendered or made available in an electronic form; and b) accessible

so as to be usable for a subsequent reference.‖

The rationale behind the second requirement is that electronic data

is intangible and by its very nature transient. Thus, it is expedient to

require it to be available for future reference.

India  has  made  necessary  changes  in  the  legislation  related  to

electronic  evidence  keeping  in  mind  the  United  Nations

Commission on International Trade Law (UNCITRAL) model law

on  electronic  commerce.  The  legal  recognition  of  the  electronic

records is  provided under  the Information Technology Act,  2000

Electronic  records are  defined under  the Information Technology

Act, 2000 and it means data, record, image, sound stored received

or sent in the electronic form. The definition of the document is

given under the Evidence Act and it says that electronic records are

also considered as document within the meaning of that definition.

All  facts  except  the  electronic  records  may  be  proved  by  oral

evidence in India. Section 65(A) and 65(B) of the Evidence Act,

1872 are speaking about the admissibility of electronic evidence in

India.  The  electronic  evidence  is  admissible  before  the  court

proceedings subject to the production of the certificate as per the

requirement provided under the Evidence Act. The certificate is not

required  if  the  original  document  (electronic  device)  itself  is

produced before the Hon'ble Court and the person who is operating
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the electronic device give the statement before the court that he is

the owner of the device or operated the device.

Primary evidence is the document produced before the Court and

the expression document is defined in Section 3 of the Evidence Act

to mean any matter expressed or described upon any substance by

means of letters, figures or marks, or by more than one of those

means, intended to be used, or which may be used, for the purpose

of recording that matter.

It is worthy to mention that under the regulation of Sections 61 to

65  of  the  Indian  Evidence  Act,  which  deals  with  primary  and

secondary evidences, “the word Document or content of documents

have  not  been  replaced  by  the  word  Electronic  documents  or

content  of  electronic  documents  while  amending  the  provisions.

Thus, the intention of the legislature is explicitly clear i.e. not to

extend  the  applicability  of  Sections  61  to  65  to  the  electronic

record.” It  happens to be the primary rule of interpretation when

legislators overlooked any terminology, the premise would certainly

that omission was planned.

“Hence electronic records are documents and thus under Section

61 of Evidence Act, the contents of documents may be proved either

by primary or by secondary evidence,” “if not by legislature then by

virtue of best evidence rule. Furthermore, Primary evidence means

the document itself produced for the inspection of the court.”
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Proving a case to a court often requires using written, recorded or

photographic  evidence.  When  written,  recorded  or  photographic

evidence is needed for a trial, the Rules of Evidence provide that the

“original  writing,  recording,  or  photograph  must  be  provided  to

prove its content unless the original is lost, destroyed, or otherwise

unobtainable.”  This  undergirding  principle  of  evidentiary  law  is

called  the  Best  Evidence  Rule,  also  referred  to  as  the  original

writing rule.

“The  rule  which  is  the  most  universal,  namely,  that  the  best

evidence  the  nature  of  the  case  will  admit  shall  be  produced,

decides this objection.  That  rule only means that,  so long as the

higher  or  superior  evidence  is  within  your  possession  or  may

bereached by you, you shall give no inferior proof in relation to it.”

The foundation of  the  Best  Evidence Rule  is  that  the  original

writing,  recording  or  photograph  is  the  ‘best’ way  to  prove  the

actual  content  of  the  evidence.  This  is  because  requiring  best

evidence  ensures  that  litigants  provide  evidence  that  will  best

facilitate a court's  task of accurately resolving disputed issues of

fact.

“It is a cardinal rule in the law of evidence that the best available

evidence should be brought before the court. Sections 60, 64 and 91

of the Evidence Act, 1872 are based on this rule.”
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ACQUISITION, AUTHENTICATION, AND

ADMISSIBILITY OF ELECTRONIC EVIDENCE

Acquisition and Admissibility of electronic evidence is greatly

affected by reliability and authenticity. New techniques and devices

are the order of the day. “Though such devices are susceptible to

tampering,  no  exhaustive  rule  could  be  laid  down by  which  the

admission of such evidence may be judged. Standard of proof of its

authenticity  and  accuracy  has  to  be  more  stringent  than  other

documentary  evidence.”“Advancement  of  information  technology

and  scientific  temper  must  pervade  the  method  of  investigation.

Electronic evidence was relevant to establish facts. Scientific and

electronic evidence can be a great help to an investigating agency.”

It  is  going  to  be  wrong to  deny towards  the  law of  evidence

advantages of be achieved by new practices and new contraptions,

given the accuracy along the account may well be been confirmed.

These  kinds  of  evidence  ought  to  be  thought  to  be  using  some

prudent  and evaluated in  the  light  of  all  the  scenarios  for  every

situation. If the electronic evidence is trustworthy and significant

exactly the same can definitely be permitted dependent upon the

Court remaining satisfied relating to its credibility.
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The process of determining whether evidence is worthy is called

authentication. Authentication means satisfying the court that (a) the

contents  of  the  record  have  remained  unchanged,  (b)  that  the

information in the record does in fact originate from its purported

source,  whether  human  or  machine,  and  (c)  that  extraneous

information such as the apparent date of the record is accurate. To

achieve all the above said, Sections 65A and 65B are incorporated

by amendment in Indian Evidence Act, 1872.

Authentication is actually a two- step process, with an initial

examination  of  the  evidence  to  determine  that  it  is  what  its

proponent  claims  and,  later,  a  closer  analysis  to  determine  its

probative  value.  In  the  initial  stage,  it  may  be  sufficient  for  an

individual who is familiar with the digital evidence to testify to its

authenticity. For instance, the individual who collected the evidence

can confirm that  the  evidence  presented  in  court  is  the  same as

when  it  was  collected.  Alternately,  a  system  administrator  can

testify that log files presented in court originated from the system.

Electronic evidence appeared to be wedged to relevant dependant

upon  safety  measures  implemented  by  the  Court  regarding  the

credibility of the same. Durability of the part of evidence is surely

an  issue  to  be  identified  in  the  circumstances  and  facts  of  an

undeniable circumstance. “All the safeguards are taken to ensure the
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source and authenticity, which are the two hallmarks pertaining to

electronic record sought to be used as evidence. Electronic records

being  more  susceptible  to  tampering,  alteration,  transposition,

excision,  etc.  without  such  safeguards,  the  whole  trial  based  on

proof of electronic records can lead to travesty of justice.”
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DIFFERENT TYPE OF ELECTRONIC EVIDENCE AND

HOW TO DEAL WITH IT

Video/Audio  Tape  Recordings: Indian  courts  had  recognized  the

contents of tape recording as admissible evidence for some time before

the  introduction  of  the  IT  Act,  subject  to  certain  conditions  being

satisfied.  The  Hon‘ble  Supreme  Court  in  Ziyauddin  Burhanuddin

Bukhari  v Brijmohan Ramdass Mehra and Others [AIR 1975 SC

1788

(1)] observed that tape-recorded speeches are a 'document', as defined by

Section 3 of the Evidence Act, which stands on no different footing than

photographs, and they are admissible in evidence on satisfying certain

conditions. The subject matter recorded had to be shown to be relevant

according to rules of relevancy found in the Evidence Act.

In Jagjit Singh Vs. State of Haryana [(2006) 11 SCC 1)],

the  speaker  of  the  Legislative  Assembly  of  the  State  of  Haryana

disqualified  a  Member  for  defection.  While  hearing  the  matter,  the

Supreme Court considered the digital evidence in the form of interview

transcripts from the Zee News television channel, the Aaj Tak television

channel and the Haryana News of Punjab Today television channel. The

court  determined  that  the  electronic  evidence  placed  on  record  was

admissible and upheld the reliance placed by the Speaker on the recorded

interview while reaching the conclusion that the voices recorded on the

CD were those of the persons taking action. The Supreme Court found

no infirmity in the Speaker's  reliance on the digital  evidence and the
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conclusions reached by him. The comments in this case indicate a trend

that the Judges in India are beginning to recognize and appreciate the

importance of digital evidence in legal proceedings.

Hard Disk: As to whether a hard disk of a computer can be considered

as documentary evidence, the High Court of Delhi in  Dharambir Vs.

CBI [148 (2008) DLT 289] observed that:

"While there can be no doubt that  a hard disc is  an electronic

device used for storing information, once a blank hard disc is written

upon it is subject to a change and to that extent it becomes an electronic

record. Even if the hard disc is restored to its original position of a blank

hard  disc  by  erasing  what  was  recorded  on  it,  it  would  still  retain

information  which  indicates  that  some  text  or  file  in  any  form  was

recorded on it at one time and subsequently removed. By use of software

programs it is possible to find out the precise time when such changes

occurred in the hard disc. To that extent even a blank hard disc which

has once been used in any manner, for any purpose will contain some

information and will, therefore, be an electronic record."

So, once the hard disc is subject to any change, then even if

it  is  restored  to  the  original  position,  by  reversing  that  change,  the

information can be  retrieved by using the  software  designed for  that

purpose.  Given  the  wide  definition  of  the  words  "document"  and

"evidence"'  in  the  amended  Section  3  the  Evidence  Act,  read  with

Sections  2(o)  and  (t)  of  the  IT  Act,  there  can  be  no  doubt  that  an

‗electronic record‘ is a ‗document‘.
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Data copied from Hard Disk to CD: Hard Disc is a storage devise. If

written, then it becomes electronic record under the Evidence Act. Under

section 65B, it has to be proved that the computer during the relevant

period was in the lawful control of the person proving the email vide

Babu Ram Aggarwal & Anr. Vs. Krishan Kumar Bhatnagar & Ors.

[2013, IIAD (Delhi) 441].

Call Records: In Rakesh Kumar and Ors. Vs. State (Criminal Appeal

No.  19/2007 decided on 27.08.2009),  the  High Court  of  Delhi  while

appreciating the reliance placed by the prosecution upon the call records,

observed  that  ―computer  generated  electronic  records  is  evidence,

admissible at a trial if proved in the manner specified by Section 65B of

the Evidence Act.‖

Digital  Camera  Photograph  :   As  per  section  2(t)  of  Information

Technology Act, 2000, a photograph taken from a digital camera is an

electronic record and it can be proved as per section 65B of the Indian

Evidence Act.

ATM : Teller Machines (ATM) was held to be not computer by itself nor

is it a computer terminal (2005 AIR Knt. HCR 9).

Proof  of  SMS & MMS: If  someone  challenges  the  accuracy  of  an

electronic evidence or e-record on the grounds of misuse of system or

operating failure or  interpolation,  then the person challenging it  must

prove the same beyond reasonable doubt.

Proof of e-mail: E-mail is a computer output of electronic record and

therefore, it has to be proved in the manner prescribed in Section 65B of
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the Indian Evidence Act, which requires a certificate to be given by a

person occupying responsible position in management of the computer.

Proof of Obscene SMS sent through Mobile Phone: As per section

2(t) of the IT Act, 'Mobile' is a computer and SMS in the mobile is an

electronic record. So, it is to be proved as per section 65B of the Indian

Evidence Act which requires a certificate issued by a person, occupying

responsible  position  in  relation  to  operation  of  that  device  or

management of the relevant activities.

Proof of Contents of the CD  :   The person intending to prove C.D. is

required  to  prove  whether  the  disputed  C.D.  was  prepared  by  a

combination  of  a  computer  operating  therein  or  different  computer

operating in succession over that period or of different combination of

computers. It is not necessary to examine the computer expert for the

proof of C.D. in addition to the compliance of provisions of section 65B.
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INTERPRETATION OF ELECTRONIC EVIDENCE BY

APEX COURT

Anvar P.V. vs. P.K. Basheer (2014) 10 SCC 473

The case was filed against the corrupt practices employed by

the  winning  candidate  at  the  time  of  election  against  which  the

complainant filed a plea to set aside the election. The complainant

produced CDs which were comprised of songs, announcements, and

speeches to support his claim, but he failed to secure the certificate

under Section 65B(4)of Evidence Act.

For deciding the matter at hand, the three-judge bench of the

Hon’ble  Supreme  Court  looked  into  the  language  of  Section

65B(4)dealing  with  the  admissibility  of  electronic  records.  The

provision  says  that  if  in  any  case,  there  is  a  need  to  give  any

statement related to any electronic evidence produced, then any of

the following conditions must be satisfied:

(a) There must be a certificate which identifies the electronic

record containing the statement;

(b)  The  certificate  must  describe  the  manner  in  which  the

electronic record was produced;
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(c) The certificate must furnish the particulars of the device

involved in the production of that record;

(d) The certificate must deal with the applicable conditions

mentioned under Section  65 B (2)of the Evidence Act; and

(e) The certificate must be signed by a person occupying a

responsible  official  position  in  relation  to  the  operation  of  the

relevant device.

It  was  further  clarified  by  the  court  that  there  must  be  a

certificate  accompanying  the  electronic  evidence  in  which  that

person  is  required  to  state  that  the  same  is  to  the  best  of  his

knowledge and belief.  These measures  are  taken by the court  to

ensure  the  source  and  authenticity  of  the  electronic  record.

Electronic  evidence  can  be  easily  tampered,  altered  with,  hence,

these  safeguards  prove  to  be  very  significant  to  ensure  justice

especially in the cases where the conclusion of the trial is based on

the electronic records.

Section  65Aof Evidence Act  states  that  the contents  of  the

electronic  evidence  may  be  proved  in  accordance  with  the

provisions  laid  down  in  Section  65B.  Therefore,  only  if  the

conditions  specified  under  Section  65B  of  Evidence  Act  are

satisfied, the electronic evidence can be relied upon by the courts

and can be sent for the opinion of the examiner under Section 45A
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of Evidence Act. Section  65B  being a special provision related to

electronic evidence must be favoured over the general provisions

contained in the act.

The court held that CDs, VCD, Chip produced in the court

can  be  taken  admissible  only  if  the  same  is  accompanied  by  a

certificate  under Section  65Bof the Evidence Act.  The electronic

evidence  will  have  no  relevance  and  admissibility  without  that

certificate. The court further said that without due certification of

the secondary evidence, the authenticity of the electronic evidence

in the form of CDs, VCD, Chip cannot be relied upon.

It overruled the judgment in State (NCT of Delhi) v. Navjot

Sandhu alias Afzal Guru [(2005) 11 SCC 600] by the two judge

Bench of the Hon’ble Supreme Court. The court observed that "the

Judgment of Navjot Sandhu, to the extent, the statement of the law

on  admissibility  of  electronic  evidence  pertaining  to  electronic

record of this court, does not lay down correct 10 position and is

required to be overruled".

Arjun panditrao khotkar v/s Kailash kishanrao Goratyal (2020)

7 SCC 1

In Arjun v. Kailash, the Court had to adjudicate on an election

petition  which  challenged  the  election  of  Mr.  Arjun  Panditrao

Khotkar from Jalna-101 Legislative Assembly Constituency, on the

ground that  the nomination papers were filed after  the stipulated
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deadline.  The  Respondents  wished  to  rely  on  video  camera

recordings to prove that the candidate had filed his nomination after

the  stipulated deadline.  The Election Commission produced CDs

which  contained  a  copy  of  the  video  camera  recordings,  in

accordance with the direction given by the High Court. However,

the  necessary  certificates  were  not  produced  in  accordance  with

Section  65B(4)  by  the  Election  Commission,  despite  multiple

requests made by the Petitioner.

During  the  cross  examination,  an  officer  of  the  Election

Commission  testified  that  the  video  camera  recordings  were

authentic.  Based  on  this  testimony,  the  High  Court  admitted  the

evidence  of  the  video  recordings  even  though  the  certificate  in

accordance with Section 65B (4) had not been produced. The High

Court  held  that  it  was  satisfied  that  there  was  “substantial

compliance” with Section 65B, as a competent officer had testified

that the video recordings were authentic.

In this scenario, the Hon’ble Supreme Court had to interpret

Section 65B(4) for determining the following issues:

Whether  a  certificate  under  Section  65B(4)  must  be

produced  even  when  an  original  record  of  the  electronic

evidence is available, or does it have to be given only when a

secondary record of the electronic evidence is produced?



23

Whether compliance with Section 65B(4) is mandatory even

in a situation when it is not possible to obtain the certificate

from the competent entity?

The lead opinion was delivered by Hon’ble Justice Nariman and a

concurring  opinion  was  delivered  by  Hon’ble  Justice  V

Ramasubramanian.

Hon’ble Justice Nariman noted that  Section 65B(1) differentiates

between the ‘original’ electronic record, which is contained in the

computer  in  which  the  information  is  first  stored  –  and  the

secondary copies that are made from the primary electronic record.

For  instance,  in  the  present  case,  the  original  electronic  record

would be the computer of the Election Commission in which the

video footage is first stored. The CDs where the content of the video

recording  is  copied  shall  constitute  the  secondary  copies  of  the

electronic record. It was held that a certificate under Section 65B(4)

shall have to be obtained only when the secondary copies of the

electronic record are produced before the Court.

In the case of Arjun v Kailash, it was observed by the Hon'ble

Supreme  Court  that  section  65B  (1)  differentiates  between  the

primary electronic record i.e. the device where the information was

first  stored  and  the  secondary  copies  that  are  made  from  that

primary electronic record.
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In this case, the Hon’ble Court has held that the requirement

of  a  certificate  under  section  65B (4)  must  be  satisfied  when  a

secondary copy of a primary electronic record is produced before

the court. The requirement of a certificate under section 65B (4) is

not required to be satisfied in case if an original electronic record is

produced.

The  Court  concurred  the  dictum given  by  the  Hon’ble  Supreme

Court  in the case of  Anvar v Basheer.  The Court  concurred that

section 65 B contains non-obstante clause and it is a complete legal

framework  for  the  admissibility  of  an  electronic  evidence.  The

Court  clarified  that  this  dictum  should  be  read  by  omitting  the

words "under Section 62 of the Evidence Act". As section 65B is a

complete  code  for  electronic  evidence  and  that's  why  it  should

supersede other provisions.

In this case, the Hon’ble Supreme Court also overruled

the  Shahfi  Mohammad  Case.  There  are  provisions  under  the

Evidence  Act  ,  the  Civil  Procedure  Code  and  the  Criminal

Procedure  Code  which  empowers  the  Court  to  order  for  the

production  of  any  document  in  a  trial.  Accordingly,  in  Arjun  v

Kailash  it  was  held  that  in  case  if  a  person  fails  to  procure  a

certificate  under  section  65B  (4)  then  that  person  can  file  an

application to the Judge to order fo the production of certificate.
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Thus,  the  Court  concluded  that  "the  obligation  placed  by

Section  65B  (4)  was  mandatory,  and  not  voluntary,  and  is  a

condition precedent before secondary copies of an electronic record

can be admitted". The conditions under sections 65B (2) and 65B

(4) must be satisfied cumulatively.

Overruling of Tomaso Bruno v/s State of UP (2015) 7 SCC 178and

Shahfi Mohammad v/s State of Himachal Pradesh (2018) 2 SCC

801

The Court stated that the decision in  Tomaso Bruno  was per

incuriam, as the Court in Tomaso Bruno concluded that Section 65B

was not a complete code – without making any reference to the

earlier decision in Anvar v. Basheer. Hon’ble Justice Nariman also

stated that the decision in Shahfi Mohammad had misinterpreted the

law  while  concluding  that  Section  65B  is  merely  a  procedural

provision,  and  the  requirement  of  obtaining  a  certificate  can  be

dispensed with  when the  electronic  device  storing the  records  is

inaccessible to the person who needs to obtain the certificate.

Ravinder singh @ kaku v state of punjab (2022) 7 SCC 581

This  appeal  raised an important  substantive  question of  law that

whether  the  call  records  produced  by  the  prosecution  would  be
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admissible under section 65A and 65 B of the Indian Evidence Act,

given  the  fact  that  the  requirement  of  certification  of  electronic

evidence has  not  been complied with  as  contemplated under  the

Act. The  correct  law  in  this  regard  has  now been  conclusively

settled  by  this  court  by  a  judgement  dated  14/07/2020  in  Arjun

Panditrao Khotkar vs Kailash Kushanrao Gorantyal. Relying on the

above judgment honble SC in present case held that the electronic

evidence  produced  before  the  High  Court  should  have  been  in

accordance  with  the  statute  and  should  have  complied  with  the

certification requirement, for it to be admissible in the court of law.

As  rightly  stated  above,  Oral  evidence  in  the  place  of  such

certificate,  as  is  the  case  in  the  present  matter,  cannot  possibly

suffice as Section 65B(4) is a mandatory requirement of the law.



27

CONCLUSION

In conclusion, the rise of electronic communication has led to the

rapid  increase  of  cyber-crimes  and  the  importance  of  electronic

evidence  in  legal  proceedings.  However,  the  collection  and

admissibility  of  electronic  evidence  pose  challenges,  and  courts

around the world, including in India, have struggled with consistent

opinions on their admissibility and authenticity. Nevertheless, recent

judgments  by  the  Indian  Supreme  Court  demonstrate  a  growing

recognition  of  the  importance  of  digital  evidence  in  legal

proceedings. As technology continues to evolve, the legal system

will need to adapt to ensure the reliability and integrity of electronic

evidence.

Electronic evidence plays a significant role in resolving civil

and  criminal  disputes  in  the  digital  age.  However,  collecting,

preserving,  and  presenting  electronic  evidence  during  the

investigation  and  trial  process  poses  several  challenges.  The

admissibility  and  authenticity  of  electronic  evidence  are  often

questioned,  and technical  issues  can arise,  which can potentially

derail the entire trial proceeding. Courts in India have recognized

the admissibility of electronic evidence, including tape recordings

and hard disks, subject to certain conditions being satisfied. 

The  use  of  electronic  records  as  evidence  has  become

increasingly  prevalent  in  the  Indian  judicial  system,  and  it  is
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important to understand the admissibility and evidentiary value of

these  records.  While  primary  evidence  is  preferred,  secondary

evidence in the form of electronic records can also be admitted if it

satisfies the conditions under Section 65B of the Indian Evidence

Act. Different types of electronic records have different conditions

relating to their evidentiary value and admissibility in court, and it

is  important  to  comply  with  these  conditions  to  ensure  their

admissibility. With the proper understanding and use of electronic

records as evidence, the Indian judicial system can effectively adapt

to the rapidly evolving digital world.

Section  65B(4)  of  the  Indian  Evidence  Act  deals  with  the

admissibility of electronic records in the court of law. According to

this  provision,  an  electronic  record  can  only  be  admitted  as

evidence if it is accompanied by a certificate. This certificate must

identify the electronic record, describe the manner in which it was

produced,  furnish  the  particulars  of  the  device  involved  in  the

production  of  the  record,  deal  with  the  applicable  conditions

mentioned under Section 65B(2) of the Evidence Act, and be signed

by a person occupying a responsible official position in relation to

the operation of the relevant device. The certificate must also state

that the record is to the best of the person's knowledge and belief.

The  purpose  of  this  certificate  is  to  ensure  the  authenticity  and

source of the electronic record, which can be easily tampered with

or  altered.  The  admissibility  of  electronic  evidence  without  this

certificate  is  not  possible.  The  Supreme  Court  has  held  that
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compliance with Section 65B(4) is mandatory even if the original

record is available and that it  must be followed even if  it  is  not

possible to obtain the certificate from the competent entity.

In  both  cases  -  Anvar  P.V.  vs.  P.K.  Basheer  and  Arjun

Panditrao Khotkar v/s Kailash Kishanrao Goratyal - dealt with the

admissibility  of  electronic  evidence  in  court  proceedings.  The

former case established that electronic evidence in the form of CDs,

VCDs,  and  chips  can  be  admissible  only  if  accompanied  by  a

certificate under Section 65B of the Evidence Act, and without due

certification, the authenticity of the electronic evidence cannot be

relied upon. The latter case clarified the scope and applicability of

Section 65B(4) of the Evidence Act and held that a certificate under

Section 65B(4) is mandatory even when an original record of the

electronic evidence is available, and non-compliance with Section

65B(4) cannot be excused on the ground of substantial compliance.

These  cases  highlight  the  importance  of  complying  with  the

procedural safeguards provided under Section 65B of the Evidence

Act while producing electronic evidence in court.

The  admissibility  of  electronic  evidence  is  a  complex  and

constantly  evolving  area  of  law.  The  increasing  use  of  digital

devices and the internet has led to the creation of vast amounts of

electronic data, which can be used as evidence in legal proceedings.

However, the admissibility of such evidence depends on a variety of

factors, including the authenticity, reliability, and relevance of the

evidence.
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To determine the admissibility of electronic evidence, courts

typically  use  a  multi-step  analysis.  First,  the  proponent  of  the

evidence  (i.e.  the  party  seeking  to  introduce  the  evidence)  must

establish  its  authenticity  -  that  is,  that  the  evidence  is  what  it

purports to be and has not been altered or tampered with in any way.

This can be done through the use of expert testimony or by showing

a chain of custody that demonstrates the continuity and integrity of

the evidence.

Second,  the reliability of  the evidence must  be established.

This involves assessing the accuracy, completeness, and reliability

of the methods used to create, store, and transmit the evidence. This

can include evaluating the source of the evidence, the software and

hardware used to create or store it, and any processes used to ensure

the integrity of the data.

Third, the relevance of the evidence must be established. This

involves showing that the evidence is directly related to the issues

in the case and has some probative value in proving or disproving a

fact at issue.

Finally, the court will weigh the potential prejudicial effect of

the evidence against its probative value and determine whether it

should be admitted or excluded.

In  summary,  the  admissibility  of  electronic  evidence  is  a

complex issue  that  requires  careful  consideration  of  a  variety  of

factors.  While  technology has  made it  easier  to  create  and store

electronic  data,  it  has  also  created  new challenges  for  courts  in
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assessing  the  authenticity,  reliability,  and  relevance  of  such

evidence. Courts must balance the need to admit relevant evidence

with  the  need  to  protect  the  fairness  and  integrity  of  legal

proceedings.



32

BIBLIOGRAPHY

 Snag of Electronic Evidence, 12 RMNLUJ (2020) 166

 Electronic  Evidence:  Admissibility  and  Authentication:  A

judicial perception of Apex Court, 3.1 GLS LJ (2021) 50

 Tomaso Bruno vs. State of UP (2015) 7 SCC 178

 Shahfi Mohammad vs. State of HP (2018) 2 SCC 801

 Anvar P.V. vs. P K Basheer (2014) 10 SCC 473

 Arjun  Panditrao  Khotkar  vs.  Kailash  Kishanrao  Gorantyal

(2020) 7 SCC 1

 NCT of Delhi vs. Navjot Sandhu alias Afzal Guru (2005) 11

SCC 600

 Ravinder  Singh@KAKU vs State  of  Punjab (2022) 7 SCC

581

mailto:Singh@KAKU

	Arjun panditrao khotkar v/s Kailash kishanrao Goratyal (2020) 7 SCC 1
	Overruling of Tomaso Bruno v/s State of UP (2015) 7 SCC 178and Shahfi Mohammad v/s State of Himachal Pradesh (2018) 2 SCC 801


